[Mpunoxenne Ne2. IHpopmauymoHHasd
namsaTka gns odby4datowmxca gng
pasmelleHna Ha odpuumanbHbiX IHTEpHET-
pecypcax

C KaxkablM roioM MOSIOAEXN B UHTEPHETE CTAHOBUTLCS OOMbLUe, a LUKOMNbHUKN O4HM U3 CaMbIX
aKTMBHbIX Nonb3oBatenen PyHeTa. Mexay TemM, TOMMMO OrpOMHOrO KOnMyecTBa
BO3MOXHOCTEW, MHTEPHET HECET N Npobnembl. 3Ta NamMsaTKa AOIMKHA NoModb Tebe 6e3onacHo
HaxoauTbCS B CETHU.

KomnbloTepHble BUPYCbI

KomnbtoTEPHBIN BUPYC — 3TO Pa3HOBUOHOCTb KOMMbIOTEPHbBIX NPOrpamm, OTIMYUTENBHOWN
0CODEHHOCTbIO KOTOPOW ABNSIETCS CMNOCOBHOCTb K Pa3MHOXEHMIO.

B gononHeHue K aTomy, BUPYCbl MOTYT MOBPEANTb UMW NMOSIHOCTBIO YHUHTOXWTbL BCE (hansbl U
AaHHble, MOAKOHTPOSbHbIE NONb30BaTEN0, OT MMEHU KOTOPOro Gbina 3anyLleHa 3apaxeéHHas
nporpamma, a Takke noBpeauTb UMK SaXe YHUUTOXUTb OnepaLMoHHY0 CUCTEMY CO BCEMMU
darnamu B uenom. B 6onbWIMHCTBE Criy4YaeB pacnpoCTPaHSTCA BUPYCbl Yepe3 MHTEPHET.

MeToabl 3alnTbIl OT BPEOOHOCHbLIX NMporpamMm:

1. Ncnonb3yi coBpeMeHHbIe onepaunoHHbIE CUCTEMBI, UMEIOLLNE CEPbE3HbIN YPOBEHD
3alWnTbl OT BPE4OHOCHbIX Nporpamm;

2. [locTosiHHO ycTaHaBnMBam navth (LMdpoBble 3annaTki, KOTOpble aBTOMaTUYECKN
yCTaHaBNMBAOTCSA C Lienbio JopabTkm nporpaMmmbl) u apyrne o6HOBNEHNSA CBOEN
onepaumnoHHon cuctembl. CkaumBam nx ToNbKO ¢ odmuUnanbHOro canTta paspaboTymka
OC. Ecnu cywiectByeT pexmnm aBToMatn4eckoro 06HOBEHUS, BKINOYM €r0;

3. Pabotan Ha cBoeM KoOMMblOTEPE NOA NpaBamMun NONb30BaTeNs, a He agMMHUCTpaTopa.
370 He NO3BONUT BOSBLUMHCTBY BPEAOHOCHLIX MPOrpaMm UHCTanIMpoBaTbCsa Ha TBOEM
nepcoHanbHOM KOMMbIOTEPE;

4. Wcnonb3yn aHTUBUPYCHbIE NMPOrpamMMHble NMPOAYKTbI U3BECTHbLIX MPOU3BOAUTENEN, C

aBToMaTtmnyeckum obHoBneHnem 6as;

OrpaHunyb hmsnyeckmii 4OCTYN K KOMNbIOTEPY A5 NOCTOPOHHMX NNL;

Mcnonb3yn BHeLHMEe HOCUTENW UHAOPMaLUMK, Takue Kak pneLuka, Auck nnu dann s

WHTEpPHeTa, TONbKO M3 NPOdEPEHHBIX NCTOYHWNKOB;

7. He oTkpblBan KOMMNbIOTEPHBLIE dhalsibl, NOSTYYEHHbIE N3 HEHAOEXHBIX MCTOYHUKOB. [daxe
Te dhanrnbl, KOTOpble NpUcnan TBOW 3HAKOMbIN. Jlyylle yTOYHW Y HEro, OTNPAaBASAs fiv OH
Tebe unx.

oo

Cetn WI-FI

Wi-Fi - 310 He B1A nepenayn AaHHbIX, HE TEXHOSIOIMS, a BCEro nub 6pena, mapka. Eule B
1991 rogy HMgepnaHackas KomnaHums 3apermctpupoBana 6peng «WECA», yTo o60o3Havano
cnosocoyeTaHne «Wireless Fidelity», koTopbii nepeBoanTCs Kak «becnpoBoAHas TOYHOCTbY.

[o Hawero BpemeHn gowrna gpyras abbpesunaTypa, KOTopas ABNAETCS TAKOM Xe TEXHONOTNEN.
OT10 abbpesnartypa «Wi-Fi». Takoe Ha3BaHue ObINO AAaHO C HAMEKOM Ha CTaHAAPT BbICLUWIA
3ByKoBOW TexHukKn Hi-Fi, 4To B nepeBoge 03Ha4yaeT «BbICOKasi TOYHOCTbY.

Ha, 6ecnnaTtHbI MHTEPHET-AOCTYN B Kade, OTENsSX U adponopTax ABMseTCs OTANYHOWN
BO3MOXHOCTbHO BbIXO4a B MHTEPHET. HO MHOIrMe akcnepThbl CYMTAlOT, 4To obwenoctynHble Wi-Fi
CEeTn He aBnATCs 6e3onacHbIMN.

CoBeTbl No 6e3onacHocTn paboTe B 06LwenocTynHbix ceTax Wi-fi:



He nepenasai cBoo nNu4Hyto MHopMaumio Yepes obeanoctynHble Wi-Fi ceTtu.
PaboTas B HUX, xxenaTenbHO HE BBOAUTbL NApOin JOCTYyNa, NOMMHbI U Kakne-To HOMEPa;
Mcnonb3yn n o6HOBNAN aHTMBUPYCHbIE Nporpammbl 1 6paHgmayep. Tem cambiM Tbl
obesonacuib cebsa OT 3akayky BUpyca Ha TBOE YCTPONCTBO;

Mpwn ncnonbsosanum Wi-Fi otkntoum doyHkumio «O6wmm goctyn K hannam u
npuHTepamy. [laHHas dyHKUMSA 3aKpbiTa MO YMOMYaHUIO, O4HAKO HEKOTOpbIe
nonb3oBaTenu akTMBUPYIOT €€ anga yaobctea ncnonb3oBaHus B paboTe nnm yyebe;
He ncnonbayn nyénuudein WI-FI gna nepegayn nUUHbIX aHHbIX, HANpUMep ans
BbIXO4a B cOLMarnbHbIE CETU UMW B NIEKTPOHHYIO NOYTY;

Mnonb3yi Tonbko 3awmuieHHoe coeamnHeHne Yyepes HTTPS, a He HTTP, T.e. npu
Habope Beb-aapeca BBoAN UMeHHO «https://»;

B mobunbHom TenedoHe oTkntoun pyHkumio «lMogkntodeHne k Wi-Fi asTomatnyeckm».
He gonyckan aBTomMatmMyeckoro nogkntoyeHns yctporctea k cetam Wi-Fi 6e3 TBoero
cornacwus.

CoumanbHble ceTu

CouuanbHble CeTu aKkTUBHO BXOAAT B HALLY XN3Hb, MHOIME ntogn paboTatoT M XKMBYT TaMm
NMOCTOSIHHO, a B Facebook yxxe 3apernctpmpoBaH MUNnMapa YenoBek, YTo SABMASETCA OOHOM
cebMOW BCEX XUTeNen nrnaHeThl.

MHorve nonb3oBaTeny He NOHMMALOT, YTO MHCpOPMaLKMs, pa3MeLLLEHHAs UMW B COLMarnbHbIX
ceTaX, MOXeT ObITb HanAeHa 1 UCMoNb3oBaHa KeM YroaHO, B TOM Yucre He ob6a3aTenbHo ¢
6narumm HamepeHusIMI.

OcHoBHbIe COBEThI N0 6E30MaCHOCTU B COLMArbHbIX CETSX:

1.

2.

OrpaHnyb cnncok apysen. Y 1ebsi B Apy3bsiX HE LOIMKHO ObITb CyYanHbIX U
HEe3HaKOMBbIX Noaen;

3awumiar CBOK YacTHYIO XM3Hb. He ykasbiBan naponu, TenedoHsbl, agpeca, gaty
TBOErO POXAEHMS N APYTYIO NINYHYO MHAOPMaLU0. 3royMbILLNEHHUKN MOTYT
ncnonb3oBaTb Aaxe UHGpopMaLMo O TOM, KakK Tbl U TBOM POAUTENN NNAHUPYyETE
NPOBECTUN KaHUKYNbI;

3alwman cBo penyTauuio - 4EPXK €€ B YACTOTE 1 3agaBan cebe Bonpoc: XxoTen Obl
Thbl, YTOBbI ApyrMe Nonb3oBaTenNu BUAENU, Y4To Thl 3arpyxaelb? Nogyman, npexae 4em
4YTO-TO onybnunkoBaTh, HANMUCaTb 1 3arpy3nTb;

Ecnu Tbl roBopuLb € NIOABMU, KOTOPLIX HE 3HAELLb, HE UCMOSb3Y CBOE pearibHOE NMS
N OpYryto NIMYHYO MHOpMaLMnN: UMS, MECTO XUTENbCTBa, MeCTo y4ebbl 1 npoyee;
N3beran pasmellenunsa doTtorpacduin B IHTepHeTe, rae Thl M300paXkeH Ha MECTHOCTH, NO
KOTOPOW MOXHO ONpenennTb TBOE MECTOMOMOXEHNE;

MNpun pernctpaunm B coumanbHOM ceTu HeobxoauMo UCNoNb3oBaTb CMOXHLIE Naponu,
cocTosimne n3 6yks 1 LUdpP U C KOIMYECTBOM 3HAKOB HE MeHee 8;

Ana counanbHOM ceTun, NOYTbl U APYrMX CauTOB HEOBXOAMMO NCMNONBb30BaTb pasHble
naponu. Toraa ecnu Teba B3NomaroT, TO 3M10YMbILUSIEHHMKN NOAyYaT JOCTYN TONbKO K
OA4HOMY MEeCTY, a He BO Bce cpaasy.

OneKTpOHHbIE AeHbIn

ONEKTPOHHbIE AEHbIM — 3TO OYeHb YA0OHbIM cnocob nnaTexen, OAHAKO CyLLECTBYIOT
MOLLIEHHUKN, KOTOPbIE€ XOTAT MOSYYNTb 3TU AEHbIW.

OnNeKTPOHHbIe AeHbI NOSIBUIUCH COBCEM HeaBHO U MMEHHO 13-3a 3TOro BO MHOTMX
rocygapcreax 0 CUX Mop He NPOMNMCaHo NPO HUX B 3aKOHaX.

B Poccum ke OHN (OYHKLMOHMPYIOT U O HUX Y)Ke MPOMMCcaHo B 3aKoHe, FAe UX pasgenstoT Ha
HEeCKOIbKO BUAOB — aHOHMMHbIE Y HE aHOHUMHbIEe. PasHuLa B TOM, YTO aHOHUMHbIE - 3TO Te, B
KOTOPbIX paspeLuaeTcsi NpoBOAUTL onepaummn 6e3 ngeHTudukaumm nonbL3oBaTterns, a B
HEeaHOHWMHbIX MAEeHTUMMKALMN NoNb3oBaTeNs SBNseTcs 0653aTenbHON.



Taioke cnegyeT pa3nuyath 3MeKTPOHHble onaTHble AeHbrM (PaBHbI FOCYAapCTBEHHBIM
BastOTaM) U ANIEKTPOHHbIE HedhMaTHbIE AEHbIM (HE paBHbI FOCY4APCTBEHHLIM BanoTam).

OcHoBHbIe COBEThI N0 Ge3onacHou pa60Te C SNEeKTPOHHbIMU AeHbramu:

1. TpuBsixu K cH4eTy MOGUIbHBIM TenegoH. 3To cambli yAOOHbIN 1 BbICTpbIN CNOco6
BOCCTaHOBUTb 4OCTYN K cyeTy. [NpmBa3aHHbIi TenedoH NoMoXeT, ecnn 3abyaellb CBOW
nnaTeXxHbIn Naposb UK 3angellb Ha CanT ¢ HE3HAKOMOIO YCTPOWCTBA;

2. Wcnonb3yn ogHopasoBble naponu. [locne nepexoaa Ha yCuneHHyto aBsTopusaumio Tebe
yXe He ByaeT yrpoxaTb ONacHOCTb KpaXku Uinn nepexsaTta NnaTexHoro napons;

3. Bbibepu cnoxHbin naponb. MNpecTtynHnkam 6yaeT He NPOCTO yragaTth CrOXHbIA Naporib.
HagexHble naponu — aTo naponu, KoTopble coaepXaTt He MeHee 8 3HaKOB 1 BKNOYaoT
B cebs1 CTPOYHbIE N NPONUCHbIE BYKBbI, LNGPbI N HECKOSBbKO CUMBOJIOB, Takne Kak 3HakK
Aonnapa, dyHTa, BocknmuaTenbHbI 3Hak 1 T.n. Hanpumep, $tROng!;;

4. He BBOAM CBOW NUYHbIE AaHHbIE HA calTax, KOTOPbIM He JoBepseLLb.

ANeKTpoHHasA noyTa

OneKTpoHHasi NoYTa — 3TO TEXHOSOMMS U NPeAoCTaBMNsSiEMbIE €0 YCIYT MO NepPechInike 1
NONYyYeHUI0 ANEKTPOHHbIX COOBLLEHMI, KOTOPbIE pacnpeenstoTCs B KOMMbIOTEPHOW CETH.

OOGbIYHO ANEKTPOHHbIV NMOYTOBbLIV AWK BbIMMAANUT CNneayowmmMm obpasom:
NMS_norb3oBaTens@uMs_aoMeHa.

Takke KpomMe nepeanadvu npocTtoro TekCta, umeeTcAa BO3MOXXHOCTb nepeaaBaTtb d)al;lj'lbl.

OcHoBHbIe coBeThbl NO 6Ge3onacHon paboTe C 3rEKTPOHHON NOYTOMN:

1. Hapo BbibpaTb NpaBuribHbIN NOYTOBLIN CepPBUC. B MHTEpHETE €CTb OrPOMHbIN BbIGOP
BGecnnaTHbIX NOYTOBLIX CEPBUCOB, OAHAKO fy4lle OBEPATb TEM, KOro 3HaeLlb 1 KTO
nepBbi B PENTUHTE;

2. He ykasblBay B IM4HOM NOYTE NUYHYO MHOpMaumio. Hanpumep, nyyiwe Bbibpatb
«My3blkanbHbIN_haHaTt@» nnn «pok2013» BMecTo «Temal3»;

3. Vcnonbayin aByxaTanHyo aBTopmsaumtio. ATo Korga NnoMMMO Naposs HY>XHO BBOOUTb
Kod, npucbiriaemblii no SMS;

4. BbiGepu cnoxHbI Naponb. [ns KaXgoro NoOYTOBOro SILLMKA AOJMKEH OblTb CBOM
HadeXHbIN, YCTOMYMBbLIN K B3/IOMY Naporb;

5. Ecnun ectb BO3MOXHOCTb HanncaTb CaMOMYy CBOW NMMYHbIN BOMPOC, UCNOMb3yn aTy
BO3MOXXHOCTb;

6. KMcnonb3yn HECKOMNbKO MOYTOBbLIX ALWMKOB. [1epBbi ANA YaCTHOW NepenncKn ¢
agpecaTamu, KOTOPbIM Thbl JOBEpPSAeLLb. OTO AMEKTPOHHbIN agpec He Haao0 NCNOoNb30BaTh
npu pernctpaumm Ha oopymax u camtax;

7. He oTkpbiBan danbl 1 gpyrue BnoXxeHus B NMCbMax Aaxe eCcrv OHU NpULLIIM OT TBOUX
apysen. Jlyyie yTo4YHU Y HUX, OTAPaBnsnn nu oHn Tebe atu dannbl;

8. [locne okoH4YaHWst paboTbl HA NOYTOBOM CEPBUCE Nepes 3aKkpbITUEM BKNaAKM C CanToMm
He 3abyab HaxaTb Ha «BbITny.

Knb6epbynnuHr nnu BuptyanbHoe n3aeBaTtenbCTBO

KnbepOynnuHr — npecnegoBaHne coobLleHnsaMU, cogepalimmMmm ockopbneHus, arpeccuto,
3anyrmBaHue; XynmraHcTeo; counanbHoe GOMKOTUPOBAHNE C MOMOLLbIO Pa3fMYHbIX MHTEPHET-
CEepBUCOB.

OcHoBHble coBeTbl No 6opbbe ¢ kKnbepOynnmHrom:

1. He 6pocarica B 6on. Jlyywwmn cnocob: nocoBeToBaTbCA Kak cebs BeCTU U, eCNN HET TOro,
K KOMY MOXHO 06paTuTbCs, TO BHa4arne ycrnokontbcs. Ecnu Tbl HaYHeLLb OTBeYaTb
OCKOpBneHusamMm Ha ockopbrneHns, To TOMbKO eLle BorblUe pasoXKellb KOHIUKT;

2. Ynpaensi cBoewn knbeppenytaumen;



3. AHOHUMHOCTb B ceTu MHUMas. CyLLecTBYIOT CNocobbl BIACHUTL, KTO CTOUT 3a
@HOHWMHbBIM aKKayHTOM;

4. He cTtouT BECTM XynuraHckum obpas BUpTyanbHOM X13HU. IHTEpHET onKCcnpyeT Bce
TBOW OENCTBUSA U COXPaHAET UX. YaanuTb ux bygeT KpanHe 3aTpyaHUTENbHO;

5. Cobntogai cBov BMPTYanbHYI YeCTb CMOSIoay;

6. WrHopupyn eguHuYHbIA Heratue. OgHOpa3oBLIe OCKOPOUTENbHbIE COOBLLEHMS NyYLle
urHopumpoBatb. OBbIMHO arpeccusi NpekpaLlaeTca Ha HavyanbHOW CTaauu;

7. baH arpeccopa. B nporpammax o6MeHa MrHOBEHHbIMU COOBLLIEHUAMM, B COLMAnbHbIX
CeTAX eCTb BO3MOXHOCTb B/I0KMPOBKM OTNPaBKM COOBLLEHNI C onpeaeneHHbIX aapecos;

8. Ecnu Tbl cBugeTenb knbepbynnuHra. TBou AeUCTBUSA: BbICTYNUTL NPOTUB
npecnegoBartens, NokasaTb €My, YTO ero 4eNCTBUSA OLEHUBAOTCS HEraTUBHO,
noggepXartb XepTBY, KOTOPOM HY>XHa NCUXOSTOrM4yeckas NnoMoLLb, COOBLLMTL B3POCHbIM
0 dhakTe arpeccMBHOro NoBeSEHUS B CETU.

MobunbHbIN TenedoH

CoBpeMeHHble cMapTdOHbI U NaHWeTbl coaepxaT B cebe BnonHe B3pocnblil (oyHKLMOoHanN, 1
Tenepb OHU MOTYT KOHKYPMPOBaTb CO CTaLUMOHapHbIMK KoMnbioTepamu. OgHako, cpeacTs
3aWwnTbl ANs NoAo6HbIX YCTPOMCTB Noka 04eHb Maro.

TecTupoBaHuMe 1 NOUCK YA3BUMOCTEN B HUX NPOUCXOANT HE TaK MHTEHCMBHO, Kak ans MK, 1o xe
camoe KacaeTcs U MOBUNbHbLIX NPUNOXEHWA.

CoBpeMeHHble MOBGUIbHbIE Gpay3ephbl yXKe NPaKTUYeCcKn AOrHanM HacTorbHble aHanoru, OgHaKko
paclumMpeHune yHKLMOHana BrneYyeT 3a coboi GOosbLLYH CIIOXHOCTb M MEHbLLYHO
3aLlULLEHHOCTD.

[laneko He Bce npon3BoanTeNnn BblMyCKakoT obHOBNEHNS, 3aKpbiBaLLne Kputn4eckme
yA3BUMOCTU A5 CBOUX yCTpOVICTB.

OcHoBHble coBeThbl Ana 6e3onacHOCTM MOBUNbLHOro TenedoHa:

1. Hwuuero He gBndeTcs no-HacTosiweMy 6ecnnatHeiM. byab ocTopoXeH, Beab korga Tebe
npeanaratoT 6ecnnaTHbIN KOHTEHT, B HEM MOTYT ObiTb CKPbIThl KakMe-TO nraTHble
ycnyru;

2. [Oyman, npexae yem otnpaeutb SMS, doTo nnmn Bngeo. Tbl TOYHO 3HAELLb, FOE OHU

OyayT B KOHEYHOM utore?

Heobxoammo obHOBNATL ONepauUmMoOHHY0 CUCTEMY TBOETo CMapT(OHa;

Mcnonb3yn aHTMBUPYCHBIE NporpaMmMbl 45151 MOBUMNbHbIX TENE(OHOB;

He 3arpy>xan npunoxeHus oT HEM3BECTHOIro UCTOYHMKA, BEAb OHW MOTYT COAepXaTb

BpeadoHOCHOEe NporpaMmMHoe obecrneveHue;

6. [Mlocne Toro Kak Tbl Bbl4ellb C CanTa, rae BBOAUN NMYHYO nHdopmMauuio, 3angm B
HacTpoviku 6pay3epa n yaanu cookies;

7. Teprognyeckn NpoBepsan Kakve nnaTHble YCryrn akTMBUPOBaHbI Ha TBOEM HOMEpE;

8. [aBawn cBon HoMep MOBUNBLHOro TenedoHa TONbKO MAAM, KOTOPbIX Thbl 3HAELLb N KOMY
aoBepsieLlb;

9. Bluetooth gomkeH GbITb BbIKNIOYEH, KOrAa Thl UM He nornb3yelbes. He 3abbiBan nHoraa
npoBepsiTb 3TO.

abkw

Online urpbli

CoBpeMEeHHbIe OHMalH-Urpbl — 3TO KPaCcoYHble, 3aXBaTbiBaloLLME pa3BreyeHus,
06beanHsIoLLIME COTHU ThICAY YeroBeK No BceMy MUpY. MIrpoku nccnenytoT A4aHHbIA UM MUP,
obLaTca ApYr C APYroMm, BbINOMHSAT 3a4aHUsi, CPaXXakoTCs C MOHCTPaMU M MOMy4atoT OnbIT.
3a yaoBONbCTBUE OHM NAATST: MOKYNalT AUCK, OnfadvMBaloT aboHeMEHT Unu npuobpeTatoT
Kakne-To OnLuun.



Bce atu cpeacTtBa nayT Ha nogaepkaHve 1 pasBuUTUE UMpbl, @ Takke Ha camy 6e3onacHoCTb:
COBEPLUEHCTBYIOTCS CUCTEMbI aBTOPM3aALIMM, BbINMyCKaOTCS HOBbIE NaTyM (LMPOBbLIE 3annaTku
AN nporpamm), 3aKpbiBaloTCs YS3BUMOCTU CEPBEPOB.

B nogo6HbIX Urpax CTouT onacaTtbCs He CTOSIbKO CBOMX COMEPHUKOB, CKONBbKO KpaXKun TBOErO
naporns, Ha KOTOPOM OCHOBaHa cucTema aBTopu3aLum GONbLUMHCTBA UTp.

OcHoBHbIe coBeTbl N0 6€30NacHOCTN TBOEro MrpoBOro akkayHta:

1. Ecnu gpyron urpok Beget cebsi nroxo nnu cosgaet Tebe HeENPUSTHOCTU, 3abNoKNpyn
€ro B CM1CKe UrPOKOB;

Moxanynca agMMHUCTpaTopam Urpbl Ha NNoOXoe NoBefeHne 3TOro UrpokKa, xenaTensbHo
NPUNOXWTb KakMe-To JoKasaTeNnbCTBa B BUAE CKPUHOB,

He ykasbiBan nuyHyo nHdopmarmio B npodanne urpbl;

YBaxan gpyrux y4acTHUKOB Mo urpe;

He ycTtaHaBnvean HeoduumanbeHble NnaTym U Moapl;

Mcnonb3yn CnoXHble U pasHble Naposiu;

[laxxe BO BpeMsi Urpbl HE CTOUT OTKNOYaTbL aHTMBUPYC. [1oka Tbl UrpaeLllb, TBOM
KOMMbIOTEP MOTYT 3apasnTb.

N

Noohkow

PULLINHT Unn KpaXa NINYHbIX AaHHbIX

OOGbI4HOW KpaXel AeHer U JOKYMEHTOB CEroAHs Y>Ke HUKOro He yamBufllb, HO C pa3BuTeM
NHTEPHET-TEXHOMOMMI 3N0YMbILLNEHHUKM NEPEMECTUNINCE B UHTEPHET, 1 NPOAOIKAlOT
3aHUMAaTbCS «OGUMbIMY EeSOM.

Tak nosiBMnacb HoBas yrpo3a: MHTEPHET-MOLLUEHHUYECTBA U OULLINHT, rNaBHas Lenb
KOTOPOro COCTOUT B NOMNy4YeHMN KOHPUAEHUMANbHbLIX AaHHbIX NONb3oBaTenen — rfiorMHoB U
naponen. Ha anrnunckom ssbike phishing untaetca kak douwmHr (ot fishing — peibHas noens,
password — naponb).

OcHoBHbIe coBeTbl N0 6opbbe ¢ PULLNHIOM:

1. Cnegwu 3a cBouM akkayHToM. Ecniv Tel nogo3pesBaellb, YTO TBOSI aHKeTa bbina
B3MlOMaHa, To Heob6xoAnMo 3abrnoKMpoBaTh ee N COOOLWMTL agMUHUCTpaTopam pecypca
00 3TOM KaK MOXHO CKOpee;

2. Wcnonb3yn 6esonacHble Be6-CanThl, B TOM YMCIE, MHTEPHET-MarasuHoOB 1 MONCKOBbIX
cucTewm;

3. Wcnonb3yn crnoxHble 1 pasHble naponu. Takum obpasom, ecnv Tebs B3nomaroT, TO
3M0YMbILLUNIEHHUKN NONyYaT JOCTYN TOMNbKO K O4HOMY TBOEMY NPOGUIIO B CETU, a HE KO
BCEM;

4. Ecnu 1ebs Banomanu, To Heobxoanmo nNpeaynpeanTb BCEX CBOMX 3HAKOMbIX, KOTOpbIe

aobasneHbl y Tebs B Apy3bsiX, O TOM, YTO Tebs B3nomManu n, BO3MOXHO, OT TBOEIO

nmeHmn BygeT paccbinaTbCsa cnam M CCbINKKM Ha OPULLIMHIOBLIE CalThl;

YcTtaHoBu HagexHbin naponb (PIN) Ha MoBunbHbIM Tenedok;

OTknioum coxpaHeHue napons B 6paysepe;

He oTkpbiBan hannbl n gpyrue BAOXEHNS B NUCbMax SaXe €CNU OHU NPULLIN OT TBOUX

Apy3sen. Jlydwe yTouHn y HUX, OTNpaBnsanu nu oHn Tebe atn dansl;

No g

LudcdpoBas penytauusa

Lincdbposasi penytaums - 3To HeraTMBHas Unun Nno3MTMBHas MHopmMaums B cetu o Tebe.
KomnpomeTupytoLas nHpopmMaLumsa pasMmeLLeHHas B UHTEPHETE MOXET cepbe3HbiM 06pa3om
OTpa3nTbCS Ha TBOEWN peanbHOM XU3HW.

«Undposas penytaumsi» - 3To TBON UMUK, KOTOPLIA hbopMupyeTcs u3 nHdopmarmm o Tebe B
NHTEpHeTe.

TBOE MeCTO XuUTenbCcTBa, y4ebbl, TBOe OUHAHCOBOE MOOXEHNE, OCOBEHHOCTM XapakTepa U
pacckasbl 0 65M3kMx — Bce 3TO HakannMBaeTcs B CETW.



MHorme noapocTKM NErkoMbICIIEHHO OTHOCSITCS K MyGnukaumum NMMYHON nHcpopmauum B
NHTepHeTe, He NOHUMas BO3MOXHbIX MOCNEACTBUIA. Thl faXe HE CMOXeLUb AoragaTtbesi O TOM,
yTo choTorpachmsi, pasmellleHHast 5 neT Hasag, ctana NPUYMHON oTKasa NPUHATL Tebs Ha
pabory.

KommeHTapuu, pasmeLleHne TBoux poTtorpadomi n gpyrme AencTBna MOryT He UCHE3HYTb Jaxe
nocre Toro, Kak Tbl UX yaanuib. Tbl HE 3Haellb, KTO COXpaHUn 3Ty MHopmaLmio, nonana nm
OHa B MOUCKOBbIE CUCTEMbI 1 COXpPaHWUach N OHa, a rMaBHoe: YTO NogymatoT o Tebe
OKpy)KatoLLiee nogun, KoTopble HangyT v yBUOAT 3T0. HanTu nHgopmaumio MHOro neT cnycTts
cMoXeT nobor — Kak 13 o6pbIx NOBYKOEHWUIA, TaK U C HAMEPEHMEM NPUYMHUTE Bpea. ITO
MOXeT ObITb KTO YrogHo.

OcHoBHble COBEeTbI MO 3alMTe LMpPOoBO penyTaLuu:

1. Togyman, npexage 4yem 4TO-TO NybnukoBaTb M nepepasaTh y cebs B 6nore nnm B
couuanbHoOn ceTu;

2. B HacTpowkax npocunsa yCTaHOBU OrpaHUYeHns Ha NPOCMOTP TBOEro Npodouns u ero
COAEPXKMMOro, caenaw ero TonbKo «Ansa Apy3emn»;

3. He pa3meluan 1 He ykasbiBan MHpOPMaLMIO, KOTOpasi MOXET KOro-nmbo ockopbnsTb
nnun obmxatb.

ABTOpCKOe npaBo

CoBpeMeHHbIe LIKOMNbHUK— aKTUBHbIE NOSb30BaTeENM LMEPOBOro npoctpaHcTea. OaHako
[laneko He BCe 3HaloT, YTO MoMb30BaHNe MHOTMMMM BO3MOXHOCTAMW LMcbpoBOro mmnpa Tpebyet
cobntofieHns nNpaB Ha UHTENNeKTyanbHy0 COGCTBEHHOCTb.

TepMUH «MHTennekTyanbHas cOGCTBEHHOCTbY» OTHOCUTCS K pasfnMyHbIM TBOPEHUSIM
YEeIioBEe4YEeCKOro yma, HaunmHas ¢ HOBbIX M306pPETEHUIN U 3HAKOB, 0003HaYaloLWnX COBCTBEHHOCTb
Ha NPOAYKTbI M YCNYrX , N 3aKaH4MBasi KHuramu, potorpadounsamm, KNHounbMamm u
MYy3blKanbHbIMWU MPON3BEAEHUAMMU.

ABTOpCKME NpaBa — 3TO NpaBa Ha UHTENseKTyarnbHyt0 COGCTBEHHOCTb Ha NPON3BEAEHUS HaYKM,
nuTepaTtypbl U UCKycCTBa.

ABTOpCKME NpaBa BbICTyMaloT B KAYECTBE rapaHTUM TOro, YTO UHTENSEKTYarnbHbIA/ TBOPYECKUI
TpyA aBTopa He OyaeT HanpacHbIM, acT eMy cripaBeasinBble BO3MOXHOCTU 3apaboTaTh Ha
pesynbTatax CBOEro Tpyaa, Nony4ynTb U3BECTHOCTb U NPU3HaHKeE.

HukTo Ge3 paspelleHns aBTopa He MOXET BOCNPOM3BOAUTL Ero Npon3seneHue,
pacnpocTpaHaTb, Ny6NMYHO 4EMOHCTPMPOBATL, NPoaaBaTh, MMMNOPTUMPOBATL, NMycKaTk B NPOKarT,
NyGNMYHO UCNONHATb, NOKa3bIBATL/UCMONHATL B 3doMpe Unu pasMeLlaTtb B MIHTepHeTe.

Mcnonb3oBaHue «NMpaTCcKoro» nporpamMmHOro obecneyeHuss MOXeT npmnBecTtn K MHOrmMmMm
puckam: OT NOTEPU AaHHbIX K TBOMM aKKayHTam OO0 6J'IOKI/IpOBKVI TBOEro yCTpOI7ICTBa, roe
yCTaHOBﬂeHHbIVI He neranbHasa nporpamMmma. He ctouTt Takke 3abbiBaTth, YTO cyulecTteyeTt
neranbHble 1 6ecnnaTtHble nporpamMmmbl, KOTOpPblE€ MOXHO HanTn B CETMW.

O noprane

CeTeBU4OK.ph — TBOV rMaBHbI COBETUYMK B CETU. 34EChb Thl MOXELLb y3HaTb 0 6e30nacHOCTU B
CETU MNOHATHbLIM U AOCTYMHbIM S3bIKOM, @ NPV BO3HUKHOBEHUN KPUTUYECKOW CUTYaLUK
06paTnTbCs 3a COBETOM. A TakkKe MPUHATb y4acTue B KOHKYpPCax U CTaTb CamMbiM LUPOBLIM
rpaxxgaHuHom!



